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95 SOUTH Market Street, Suite 420 
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Title: 
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RECEIVED 

MAY 1 4 2003 

Technology Center 2100 



09/593,280 

Network Associates, Inc. 

METHOD AND APPARATUS FOR 

CONTENT-BASED INTRUSION 

DETECTION USING AN 

AGILE KERNAL-B ASED AUDITOR 

NAI1P250/00.024.01 



Dear Sir: 



Please enter the enclosed Revocation and Power of Attorney into the file of the 
referenced application. 

Very tpt^y yours, 

tfey D^Group 




CERTIFICATE OF MAILING 

I do hereby certify that this correspondence is being deposited with the United States Postal 
Service as first class mail, postage prepaid, in an envelope addressed to Commissioner for Patents, 
P.O. Box 1450, Alexandria, VA 22313-1450, on the date set forth below. 




Erica L. Farlow Date 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



MAY 1 4 2003 



99.010.01 

SYSTEM AND METHOD FOR SELECTIVE COMMUNICATION SCANNING AOp P P 3 \/ P Pj 
FIREWALL AND A NETWORK NODE riL-OLa V L.U' 

Application No. 09/471,630 
Filing Date: December 24, 1999 

Assignee: N..w.rics Associate, he. Techiiology Center 2100 

99.059.01 ~~" 

METHOD AND APPARATUS FOR DETECTING A MACRO COMPUTER VIRUS USING 
STATIC ANALYSIS 
Application No. 09/469,758 
Filing Date: December 22, 1999 
Assignee: Networks Associates, Inc. 

99.062.02 ~ ~ 
GRAPHICAL MODELING OF NETWORK STATUS INFORMATION 

Application No. 09/548,776 
Filing Date: April 13, 2000 

Assignee: Networks Associates, Inc. D/B/A Network Associates, Inc. 
99.080.01 ~ 

DETECTING MALICIOUS SOFTWARE BY ANALYZING PATTERNS OF SYSTEM CALLS 
GENERATED DURING EMULATION 
Application No. 09/527,385 
Filing Date: March 16, 2000 
Assignee: Networks Associates, Inc. 

99.085.01 ' ■ 

METHOD AND APPARATUS FOR USING A STATIC METADATA OBJECT TO REDUCE 

DATABASE ACCESSES 

US Patent 6,393,424 

Assignee: Networks Associates, Inc. 

99.088.01 ~ ~ 

CUSTOMIZING BUSffJESS LOGIC AND DATA SOURCES BY MODIFYING METHODS 
DEFINED WITHIN AN API 
Application No. 09/613,653 
Filing Date: July 11, 2000 
Assignee: Networks Associates, Inc. 



00.024.01 _ 
METHOD AND APPARATUS FOR CONTENT-BASED INTRUSION DETECTION USING AhT 
AGILE KERNAL-BASED AUDITOR 
Application No. 09/593,280 
Filing Date: June 13, 2000 
Assignee: Network Associates, Lie. 
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00.088.01 

METHOD AND APPARATUS FOR ESTABLISHING SECURITY SCANNER ATTRIBUTES IN 
A COMPUTER SYSTEM 
Application No. 09/713,095 
Filing Date: November 14, 2000 
Assignee: Network Associates, Lie. 



99.022.01 

METHOD AND APPARATUS FOR PROVIDING A POLICY-DRIVEN INTRUSION 
DETECTION SYSTEM 
Application No. 09/418,626 
Filing Date: October 15, 1999 
Assignee: Network Associates, Inc. 

99.081.01 ■ 

DETECTING COMPUTER VIRUSES OR MALICIOUS SOFTWARE BY PATCHING 
INSTRUCTIONS INTO AN EMULATOR 
Application No. 09/586,671 
Filing Date: June 1, 2000 
Assignee: Network Associates, Inc. 

00.102.01 ' 

METHOD AND APPARATUS FOR SECURELY AND DYNAMICALLY MANAGING USER 

ATTRIBUTES IN A DISTRIBUTED SYSTEM 

Application No. 09/813,419 

Filing Date: March 20, 2001 

Assignee: Networics Associates Technology, hic. 

00.121.01 ' ~~~ 

AUTOMATICALLY GENERATING VALID BEHAVIOR SPECIFICATIONS FOR INTRUSION 

DETECTION 

Application No. 09/778,623 

Filing Date: February 6, 2001 

Assignee: Networks Associates Technology, Inc. 

01.001.01 ~ 

METHOD AND APPARATUS FOR CRYPTOGRAPHIC KEY ESTABLISHMENT USING AN 

IDENTITY BASED SYMMETRIC KEYING TECHNIQUE 

AppHcationNo. 09/921,231 

FilingDate: July 31, 2001 

Assignee: Networks Associates Technology, Inc. 

01.002.01 ■ 

METHOD AND APPARATUS FOR ESTABLISHING A SHARED CRYPTOGRAPHIC KEY 

BETWEEN ENERGY-LIMITED NODES IN A NETWORK 

Apphcation No. 09/887,585 

Filing Date: June 21, 2001 

Assignee: Networks Associates Technology, Inc. 
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01.003.01 

METHOD AND APPARATUS FOR SECURELY AND DYNAMICALLY MODIFYING 

SECURITY POLICY CONFIGURATIONS IN A DISTRIBUTED SYSTEM 

Application No. 09/863,145 

Filing Date: May 22, 2001 

Assignee: Networks Associates Technology, Inc. 



01.107.01 

METHOD AND APPARATUS TO FACILITATE FAST NETWORK MANAGEMENT 

PROTOCOL REPLIES IN LARGE TABLES 

Application No. 09/905,346 

Filing Date: July 13, 2001 

Assignee: Networks Associates Technology, Inc. 

01.108.01 ' ~~~ 

METHOD AND APPARATUS TO FACBLITATE ACCESSING DATA IN NETWORK 

MANAGEMENT PROTOCOL TABLES 

Application No. 09/91 1,887 

FilingDate: July 23, 2001 

Assignee: Networks Associates Technology, Inc. 

01.137.01 " 

METHOD AND APPARATUS TO FAdLITATE REMOTE SOFTWARE MANAGEMENT BY 

APPLYING NETWORK ADDRESS-SORTING RULES ON A HIERARCHICAL DIRECTORY 

STRUCTURE 

Application No. 09/952,755 

Filing Date: September 13, 2001 

Assignee: Networks Associates Technology, Inc. 

01.157.01 ~" 

METHOD AND APPARATUS TO FACXLITATE CROSS-DOMAIN PUSH DEPLOYMENT OF 

SOFTWARE IN AN ENTERPRISE ENVIRONMENT 

Application No. 09/971,333 

Filing Date: October 4, 2001 

Assignee: Networks Associates Technology, Inc. 

01.170.01 ' 

METHOD AND APPARATUS FOR DETECTING DENIAL-OF-SERVICE ATTACKS USING 

KERNAL EXECUTION PROFILES 

Application No. 09/965,907 

Filing Date: September 27, 2001 

Assignee: Networks Associates Technology, foe. 

01.205.01 ~ 

METHOD AND APPARATUS TO FACILITATE SOFTWARE INSTALLATION USING 

EMBEDDED USER CREDENHALS 

Application No. 10/027,615 

Filing Date: October 19, 2001 

Assignee: Networks Associates Technology, Inc. 
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00.055.01 

METHOD AND SYSTEM FOR AUTOMATED RECOVERY OF VIRUS-INFECTED FILES 

Application No. 09/688,081 

Filing Date: October 13, 2000 

Assignee: Networks Associates Technology, Inc. 



00.139.01 

SYSTEM AND METHOD FOR CONFIGURING COMPUTER APPLICATIONS AND DEVICES 

USING INHERITANCE 

Application No. 09/755,525 

Filing Date: January 5, 2001 

Assignee: Networks Associates Technology, Inc. 

00.146.01 ~ 

SYSTEM AND METHOD FOR FACILITATING EDITING OF CODES SUCH AS HTML AND 

XML CODES BY SCRIPTS 

Application No. 09/894,693 

Filing Date: June 27, 2001 

Assignee: Networks Associates Technology, Inc. 

01.013.03 ' 

SYSTEM AND METHOD FOR AUTOMATIC SELECTION OF SERVICE PROVIDER FOR 

EFFICIENT USE OF BANDWIDTH AND RESOURCES IN A PEER-TO-PEER NETWORK 

ENVIRONMENT 

Application No. 09/921,941 

Filing Date: August 2, 2001 

Assignee: Networks Associates Technology, Inc. 

01.014.01 ' 

SYSTEM AND METHOD FOR SECURE AND VERIFIED SHARING OF RESOURCES IN A 

PEER-TO-PEER NETWORK ENVIRONMENT 

Application No. 09/921,543 

Filing Date: August 2, 2001 

Assignee: Networks Associates Technology, Inc. 

01.015.01 ~ 

SYSTEM AND METHOD FOR DISTRIBUTED FUNCTION DISCOVERY IN A PEER-TO-PEER 

NETWORK ENVIRONMENT 

Application No. 09/921,940 

Filing Date: August 2, 2001 

Assignee: Networks Associates Technology, Inc. 

01.016.01 ■ ~ 

SYSTEM AND METHOD TO SECURELY CONFIRM PERFORMANCE OF TASK BY A PEER 

IN A PEER-TO-PEER NETWORK ENVIRONMENT 

Application No. 09/921,521 

Filing Date: August 2, 2001 

Assignee: Networks Associates Technology, Inc. 



• < 
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01.017.01 

SYSTEM AND METHOD TO VERIFY TRUSTED STATUS OF PEER IN A PEER-TO-PEER 

NETWORK ENVIRONMENT 

Application No. 09/922,329 

Filing Date: August 2, 2001 

Assignee: Networks Associates Technology, Inc. 



01.024.01 

METHOD FOR CUSTOMIZING AND PROCESSING BUSINESS LOGIC RULES IN A 

BUSINESS PROCESS SYSTEM 

Application No. 09/853,360 

Filing Date: May 10, 2001 

Assignee: Networks Associates Technology, Inc. 



99.121.01 

SYSTEM AND METHOD FOR CONFIGURATION, MANAGEMENT, AND MONITORING OF 

A COMPUTER NETWORK USING INHERITANCE 

Application No. 09/708,927 

Filing Date: November 8, 2000 

Assignee: Networks Associates Technology, Inc. 
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REVOCATION OF PRIOR POWERS OF ATTORNEY 
AND GRANT OF NEW POWER OF ATTORNEY 



Commissioner of Patents and Trademarks 
Washington, D. C. 20231 

Sir: 

As assignee of record of the entire interest of the above-identified patent 
applications(s) and/or patent(s), all powers of attorney previously given are hereby revoked 
and the following agents are hereby appointed to prosecute and transact all business in the 
U.S. Patent and Trademark Office connected therewith. 

Kevin J. Zilka (Reg. No. 41,429); 
Dominic M. Kotab (Reg. No. 42,762); and 
Christopher J. Hamaty (Reg. No. 37,634). 

Please send all correspondence for these applications(s) and/or patent(s) as follows: 

Silicon Valley IP Group 
P.O. Box 721120 
San Jose, California 95172-1 120 



Please direct any calls to Kevin ZiUca at (408) 505:;5100 



Date ^. a.oP!) iOuo^ \] \o<v<6s--Q- 

' Va«.4- XT 1>aUm^« 




Kent H.Roberts 
Executive Vice President 
Network Associates, Inc. 
Networks Associates, Inc. 

Networks Associates, Inc. D/B/A Network Associates, Inc. 
Networks Associates Technology, Inc. 



